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Abstract:  
The development of a low cost and efficient   security system is discussed in this paper. The proposed system 

uses mainly PIR (Pyroelectric Infrared) sensor to detect presence of people in the premises, RFID reader for 

authentication purpose and a web cam for video monitoring. The proposed scheme can be used in any place 

where surveillance is needed. It easily detects intruders. Further the scheme also  can be used to track and keep  

record of the movement of guards in the premises.. 
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I.INTRODUCTION 
Generally to guard the premises against theft, 

crime, security guards will be employed. The 

guards have to go round the building at regular 

intervals and keep vigil. Several security measures 

for establishments are available and each scheme 

has its own merits and drawbacks [1-4]. This paper 

proposes an efficient scheme for providing 

vigilance to establishments, homes and for smart 

environments etc.  In addition the scheme also 

gives provision to keep a watch on the performance 

of guards on duty and their movements in the 

premises.. 

 
II.PROPOSED SCHEME 

The proposed scheme is schematically shown 

in figure 1. The system consists of    PIR sensor, 

RFID reader and wireless camera  on all four sides 

of the building all interfaced with  micro-controller. 

The micro- controller used is Cortex-M3 LPC 

1768. 

The operation of the system can be explained 

with fig2. In any security arrangement the guard 

will be going round the building at regular 

intervals. During every round whenever he crosses 

the PIR sensor a signal will be sent to ARM 

processor. After the lapse of prefixed delay set , if 

no  proper card is read by RFID reader    the buzzer 

will ring and cameras will be switched on to record 

the events .The  recording is stored  in the PC. 

 
    Fig 1: Block diagram 

 

In case when a person crosses PIR and gets 

identity verified with RFID reader on one side but 

does not reach the RFID reader on other side within 

the stipulated time buzzer will ring alerting other 

guards. Cameras will be switched on all sides.  

Fig 2: Functional diagram 
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The scheme also helps in tracking the 

performance of guards on duty. The recordings can 

be erased every day evening before the guards take 

up duty in evenings. In case of any need data can 

be stored separately. This scheme helps to find out 

the guard proper working during the daily duty 

hours.  

 

III. .RESULTS AND DISCUSSION 

The system developed is shown in figure 3. 

The system is tested for its proper functioning. To 

test the working the pre set delay is taken to be 10 

seconds. The results are presented in figures 4 and 

5. 

 
Fig 3: Efficient Security System 

 

 
Fig 4: Display when proper card placed in time 

                  

                                    

 

 

 
                 Fig 5: Snap shot of video monitoring 

 

IV.CONCLUSION 

       An enhanced security system is built and 

tested. The performance of the system is found to 

be satisfactory. The scheme can provide reliable 

security for any establishment and keeps a watch 

on any intruder.  

 

REFERENCES 

[I] Z. Zhi - hui, L. Hui, L. Yin, C. Jia - jia, 

"Design of the intelligent fireproof and theft 

– proof alann system for home", JOURNAL 

OF HENAN POLYTECHNIC 

UNIVERSITY, vol. 28,no. I, pp. 207-210, 

Feb. 2009. 

[2] Q. Qu, Z. Guohao, W. Baohua, "Design of 

Home Safeguard System Based on GSM 

Technique", Electronic Engineer, vol. 32, 

no. I I, pp. 76-78, Nov. 2006. 

[3] M. Shankar, 1. Burchett, Q. Hao, B. 

Guenther, "Human-tracking systems using 

pyroelectric infrared detectors", Optical 

Engineering, vol. 10, no.45, pp. 106401 (01-

10), Oct. 2006. 

[4] M. Moghavvemi and C.S. Lu, "Pyroelectric 

infrared sensor for intruder detection," in 

Proc. TENCON 2004 Conf., pp. 656-659. 

 [5] Schneider Electric. PDL PIR Sensor 

Technical 

Guide.[Online].Available:http://www.pdlglo

bal.comlbrochures/PIRSensorsTechnicalBoo

klet.pdf. 

[6] Piero Zappi, Elisabetta Farella, and Luca 

Benini, "Tracking motion direction and 

distance with Pyroelectric InfraRed 

Sensors," IEEE Sensor Journal Class Files, 

2008. 


